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The UN Convention on the Use of Electronic Communications in International Contracts 
(“UN Convention”)2 is designed to remove the barriers to international e-commerce that often 
result from application of the three primary “form” requirements frequently found in the law 
applicable to commercial transactions.  Those are requirements that the documents evidencing a 
transaction be: (a) “in writing,” (b) “signed,” and (c) retained and/or presented in “original” 
form.   
 
1. “Writing” Requirement 
 

A key form requirement of many statutes and regulations is that certain documents must 
be “written” or “in writing.”  The statute of frauds, for example, requires that there must be a 
writing sufficient to indicate that a contract has been made between the parties.3   

 
The UN Convention defers to domestic law as to the definition of what constitutes a 

“writing,” and simply provides the criteria for establishing the functional equivalence between 
electronic records and written documents.4  It sets forth two requirements for establishing the 
functional equivalence between an electronic communication and a “writing” – i.e., the 
information in the electronic communication must be: (1) “accessible” and (2) “usable for 
subsequent reference.”  Specifically, Article 9(2) of the UN Convention provides that:  
 

“Where the law requires that a communication or a contract should be in writing, 
or provides consequences for the absence of a writing, that requirement is met by 
an electronic communication5 if the information contained therein is accessible so 
as to be usable for subsequent reference.”6 

                                                 
1 Thomas J. Smedinghoff is a partner in the Privacy, Data Security, and Information Law Practice at the law firm of 
Wildman Harrold, in Chicago.  Mr. Smedinghoff is a member of the U.S. Delegation to the United Nations 
Commission on International Trade Law (“UNCITRAL”), where he participated in the negotiation of  the United 
Nations Convention on the Use of Electronic Communications in International Contracts.  He is also the chair of the 
International Policy Coordinating Committee of the American Bar Association Section of Science & Technology 
Law.  He was also an American Bar Association representative to the Drafting Committee for the Uniform 
Electronic Transactions Act (UETA), and chair of the Illinois Commission on Electronic Commerce and Crime 
(1996-1998) that wrote the Illinois Electronic Commerce Security Act (5 Ill. Comp. Stat. 175).  He can be reached at 
smedinghoff@wildman.com.  
2 United Nations Convention on the Use of Electronic Communications in International Contracts (2005), available 
at  www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/2005Convention.html.  The U.S. is currently in 
the process of considering ratification of the UN Convention.  
3 See, e.g. the U.S. Uniform Commercial Code, U.C.C. § 2-201(1) (1998). 
4 Report of the Working Group on Electronic Commerce on the work of its forty-second session (Vienna, 17-21 
November, 2003), UN Document A/CN.9/546, Para. 52, available at www.uncitral.org. 
5 UN Convention Article 4 provides that electronic communication “means any communication that the parties make 
by means of data messages” (Article 4(b)), and that data message “means information generated, sent, received or 
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As indicated in the Secretariat Explanatory Note: “The use of the word ‘accessible’ is 

meant to imply that information in the form of computer data should be readable and 
interpretable, and that the software that might be necessary to render such information readable 
should be retained.  The word ‘usable’ is intended to cover both human use and computer 
processing.  The notion of ‘subsequent reference’ was preferred to notions such as “durability” 
or ‘nonalterability,’ which would have established too harsh standards, and to notions such as 
‘readability’ or ‘intelligibility,’ which might constitute too subjective criteria.”7     
 

Thus Article 9(2) focuses only on the basic notion that the information can be accessed, 
reproduced and read.  It is not intended to establish a requirement that, in all instances, electronic 
communications should fulfill all conceivable functions of a paper-based writing.  Moreover, it is 
also important to note that while Article 9(2) makes clear that an electronic record meets 
statutory and regulatory “writing” requirements, it does not attempt to address the sufficiency or 
reliability of an electronic record for any specific purpose. 
 

Many e-commerce laws adopt a similar requirement – i.e., that the information must be 
“accessible so as to be usable for subsequent reference.”  In the United States, for example, 
UETA imposes a requirement that the information be “retrievable in perceivable form.”8   
 
2. “Signature” Requirement 
 

A key requirement of many statutes and regulations is that certain documents must be 
“signed” to be legally enforceable.  The statute of frauds, for example, requires that there must 
be a writing “signed by the party against whom enforcement is sought”9 before certain contracts 
will be enforceable.  Even in cases where a signature is not required by law, a signature may be 
desirable to enhance enforceability, or to provide one party with additional assurance that the 
other party has agreed to the terms.   

 
E-transaction laws typically seek to provide legal certainty regarding the functional 

equivalence between electronic signatures and handwritten paper signatures by specifically 
stating that an electronic signature satisfies legal signing requirements wherever they exist.  The 
issue that has generated extensive debate, however, is deciding what qualifies as a valid 
electronic signature -- i.e., what is fundamentally equivalent to a handwritten signature. 

 

                                                                                                                                                             
stored by electronic, magnetic, optical or similar means, including, but not limited to, electronic data interchange, 
electronic mail, telegram, telex or telecopy.” (Article 4(c)). 
6 UN Convention, Article 9(2) (emphasis added). 
7 Secretariat Explanatory Note, Para. 146. 
8 UETA Section 2(13). 
9 See, e.g. the U.S. Uniform Commercial Code, U.C.C. § 2-201(1) (1998) (“Except as otherwise provided in this 
Section a contract for the sale of goods for the price of $ 500 or more is not enforceable by way of action or defense 
unless there is some writing sufficient to indicate that a contract for sale has been made between the parties and 
signed by the party against whom enforcement is sought or by his authorized agent or broker.”). 
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The UN Convention establishes the general conditions under which electronic 
communications can satisfy form requirements for a signature. It establishes the principle that, in 
an electronic environment, the basic legal functions of a signature are fulfilled by use of a 
method that: (1) identifies the signer of an electronic communication, and (2) indicates the 
signer’s intention with respect to the information contained in the electronic communication, and 
requires that such method be applied with a sufficient degree of reliability.10  Specifically, 
Article 9(3) provides that: 

 
Where the law requires that a communication or a contract should be signed by a 
party, or provides consequences for the absence of a signature, that requirement is 
met in relation to an electronic communication if:  

(a) A method is used to identify the party and to indicate that party’s intention in 
respect of the information contained in the electronic communication; and 

(b) The method used is either: 

(i) As reliable as appropriate for the purpose for which the electronic 
communication was generated or communicated, in the light of all the 
circumstances, including any relevant agreement; or 

(ii) Proven in fact to have fulfilled the functions described in subparagraph 
(a) above, by itself or together with further evidence.11 

 
By this provision, the UN Convention addresses equivalence with a legally required 

handwritten signature using a structure somewhat similar to most other e-commerce statutes.  
That is:  
 

(1) it specifies the “object or item” that can fulfill the role of a signature;  in this case, it 
is a “method,”12 and 
 
(2) it specifies the “attributes” that the method must possess before it will be considered 
as a functionally equivalent to a handwritten signature (in this case, it must identify the 
signer, indicate the signer’s intent, and provide an appropriate level of reliability.13   
 
In doing so, however, the UN Convention puts a unique spin on that approach.14  For 

unlike most e-commerce statutes, the UN Convention never actually defines the term “electronic 

                                                 
10 See Secretariat Explanatory Note, Para. 154. 
11 UN Convention Article 9(3) (emphasis added). 
12 This approach appears to be broader than U.S. law, which specifies that the object or item that can fulfill the role 
of a signature must be a “sound, symbol, or process.” 
13 This also appears to be significantly different from, e.g., U.S. law, which does not require that the signature must 
identify the signer, and does not impose any reliability requirements. 
14 At least one commentator has suggested that “the new Art 9(3) of the Convention is a significant improvement 
over the previous formulations.”  W. Chong and J.S. Chao, “United Nations Convention on the Use of Electronic 
Communications in International Contracts – A New Global Standard” (2006) 18 Singapore Academy of Law 
Journal 116, at Para. 51. 
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signature” and never actually specifies an “object or item” that is (or represents) the signature 
and that can (or must) be attached to the electronic communication being signed, much as a 
handwritten signature would be attached to the paper.   
 

Most e-commerce laws use an approach that mimics the concept of a handwritten 
signature as an object or item (e.g., a name written in ink) that is made a part of the document 
being signed (e.g., written on the document itself).  The EU, for example, defines an electronic 
signature to be “data in electronic form,”15 and the U.S. defines an electronic signature to be a 
“sound, symbol, or process.”16   Moreover, both specify the such signature must possess all of 
the require attributes, and must be “attached to, or logically associated with” the electronic 
record being signed, just like a handwritten signature is associated with a paper document.   

 
The UN Convention, however, merely requires the use of “a method” that possesses the 

attributes noted above.17  This is a much more open-ended approach and allows for a great deal 
of flexibility.   Rather than requiring a single unitary specific “object or item” to evidence all of 
the specified attributes (such as an electronic signature), it allows the use of a method, which 
permits achieving each of the required attributes via separate (and perhaps unrelated) steps.  For 
example, as discussed below, by putting the focus on the attributes of the method, rather than on 
the attributes of data representing something defined to be an electronic signature, the UN 
Convention allows for the separation of identity and intent.  This will offer parties the option, 
even where security requirements are high, of using different and unrelated procedures or 
processes to achieve each of those goals. 
 

(a) The “Method” 
 

The term “method” is not defined in the UN Convention.  Certain attributes that the 
method must satisfy are specified (i.e., the method must “identify the party,” “indicate the party’s 
intent,” and be “reliable”), but whether the “method” can include data, symbols, processes, 
sounds, or something else (even something not electronic) is not specified.   
 

Dictionary definitions of “method” include: “a particular way of doing something,”18 “a 
means or manner of procedure, especially a regular and systematic way of accomplishing 
something,” and “an orderly arrangement of steps to accomplish an end.”19  These definitions all 
suggest that the UN Convention requirement for a “method”:  
 

 Puts the focus on process, procedure, and/or steps rather than on specific things like data 
or symbols, although a method could presumably include the use of “data” (as required 

                                                 
15 EU Electronic Signatures Directive, Article 2(1). 
16 E-SIGN, 15 U.S.C. § 7006(5) and UETA § 2(8) (definitions of “electronic signature”). 
17 UN Convention Article 9(3)(a). 
18 Cambridge International Dictionary of English, available at 
http://dictionary.cambridge.org/define.asp?key=50181&dict=CALD; See also Compact Oxford English Dictionary, 
available at www.askoxford.com/concise_oed/method?view=uk.  
19 The American Heritage Dictionary of the English Language: Fourth Edition. 2000, available at  
www.bartleby.com/61/40/M0254000.html. 
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by the EU), or the use of a “sound, symbol, or process” (as required by the U.S.), as well 
as other potential approaches; 

 Can include the use of multiple steps, processes, or procedures. 
 
Thus, while the UN Convention requires that the method must both “identify the party” 

and “indicate the party’s intent” (discussed below) the foregoing definitions also suggest that it is 
not necessary that these two attributes be embodied in a single set of data or accomplished in the 
same step of the method.  Stated differently, the focus on a method (rather than an object or item 
that constitutes a signature) implies that the step (or process, procedure, or data) of identifying 
the party, and the step (or process, procedure, or data) of indicating the party’s intent, can be 
separated (even though they may be viewed as part of an overall method) – e.g., they need not be 
part of a single electronic signature.   

 
This is particularly noteworthy, because it allows the separation of the means by which 

functional equivalence with a signature is achieved, and thereby greatly enhances the flexibility 
of the parties with regard to approaches that will satisfy legal requirements.  Thus, for example, a 
party might log into a system using a very secure process to verify his or her identity (such as a 
public key encryption process), and then use a separate and very different process (such as 
clicking on an “I Agree” button), to indicate his or her intent to be bound by a major contract.  So 
long as the overall method (i.e., the combination of the identification and intent steps) provides a 
reliable assurance that it was a specific person who clicked “I Agree,” the method should 
adequately provide the requisite functional equivalence to satisfy the legal signing requirement. 

 
(b) The “Attributes” the Method Must Possess 

 
All e-commerce laws require that an electronic substitute for a handwritten signature 

must posses certain attributes.  In the UN Convention, the “method” used must possess the 
following three attributes to be functionally equivalent to a handwritten signature: 
 

 It must “identify the party” whose signature is required; 
 It must “indicate the party’s intent;” and 
 It must either –  
 Be as reliable as appropriate for the purpose of the electronic communication, or  
 Be proven in fact to have fulfilled the requirement of “identifying the party” and 

“indicate the party’s intent” 
 

(1) Identify the Party 
 

Because the UN Convention deals with remote electronic communications, the Article 
9(3) requirement to “identify the party” is, in reality, both an identification and an authentication 
problem.  That is, it requires evidence of “who” the party is (e.g., a name, affiliation, etc.), as 
well as evidence that such party is actually associated with the transaction.   
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To identify someone means “to recognize someone . . . and say or prove who or what 
they are.”20  It also means “To establish the identity of; to ascertain the origin, nature, or 
definitive characteristics of.”21  To authenticate someone means to verify that a person is, in fact, 
the previously identified person they claim to be. 

 
Thus, to identify a party in a remote electronic environment requires both an 

identification of a person sufficient to answer the question “who are you” (e.g., “this person is 
Bill Gates”), and an authentication of that identity sufficient to answer the question “is it really 
you” (e.g., verifying that a person seeking remote access and claiming to be the person 
previously identified as Bill Gates is, in fact, Bill Gates).  For example, in a public key digital 
signature context, when a person is identified he is issued a digital certificate asserting that 
identity, and when he digitally signs22 an electronic document, that digital certificate is used as 
part of a process to verify that the person signing is the person whose identity was previously 
asserted in the digital certificate. 
 

There are, of course, numerous ways to identify a person, and the level of identification 
will often depend on the needs of the transaction.  Likewise, once a person’s identity has been 
established, there are numerous ways to authenticate such person’s identity over a remote 
system.  Common examples include use of the return address on an e-mail message, use of a 
User ID and a password (i.e., a shared secret), use of a digital certificate in the context of a 
public key encryption process, use of a physical token, such as a Secure ID token, and use of a 
traditional handwritten signature.  All of these approaches (and others) have their own 
advantages and disadvantages, and vary widely in cost and appropriateness for the task at hand.  
 

In light of its technology neutral approach, the UN Convention does not require the use of 
any particular method to identify or authenticate a party, so long as the method selected satisfies 
the requirement (discussed below) that it either be “as reliable as appropriate for the purpose of 
the electronic communication” or subsequently proven in fact to identify the party.  And as noted 
above, it need not be part of the same step or process that indicates the party’s intent, so long as 
the person’s identity and their intent can be related. 

 
(2) Indicate the Party’s Intent 

 
The existence of appropriate intent is critical to satisfying requirements for a signature.  

The application of a person’s name or symbol to a document without the requisite intent does not 
qualify as a signature.     

 
The focus on “intent” in Article 9(3)(a) is also a recognition that there are a variety of 

reasons for which the law might require a signature.  In some cases, for example, the law 
requires a signature to indicate the signing party’s approval of the information contained in the 

                                                 
20 Cambridge International Dictionary of English, available at 
http://dictionary.cambridge.org/define.asp?key=38911&dict=CALD.  
21 The American Heritage® Dictionary of the English Language: Fourth Edition, 2000, available at 
www.bartleby.com/61/2/I0020200.html.  
22 The terms “digitally sign” and “digital signature” are used here in the technical, rather than legal, sense. 
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electronic communication (e.g., agreeing to be bound by the terms of a contract).  In other cases, 
such as the requirements of law for notarization of a document by a notary or attestation by a 
commissioner for oaths, the signature of the notary or commissioner merely identifies such 
person and associates him/her with the contents of the document, but does not indicate any 
approval of the information contained in the document.  Similarly, some laws require the 
execution of a document to be witnessed by witnesses, who may be required to append their 
signatures to that document.  The signatures of the witnesses merely identify them and associate 
them with the contents of the document witnessed, but do not indicate their approval of the 
information contained in the document.  Thus, Article 9(3)(a) recognizes that the intent behind a 
signature may vary, but in all cases needs to be clearly established.23 

 
The signature typically does not, by itself, specify the intent with which it was made.  

Generally, the nature of the intent is discernable only by reference to the document itself.  A 
person’s intent with respect to a contract, for example, is often stated in the text of the contract 
itself.  For example, words appearing immediately above a blank signature line on a draft 
contract document might state “By signing below I agree to the foregoing contract terms,” or “I 
hereby witness the signing of this contract by both parties thereto.”  While those words state two 
very different intents, a person adopts one of those intents by signing their name on the 
applicable blank line.  
 

The UN Convention allows the use of any method to indicate intent (subject to the 
identity and the reliability requirements).  The key is that the method used to indicate a party’s 
intent be set up in a manner designed to: (1) make clear what the intent is (e.g., agreement to the 
contract terms; acknowledgement of receipt, etc.), and (2) evidence the adoption of that intent by 
the identified person.  
 

(3) Security – Reliable as Appropriate (or Proven in Fact) 
 
When transactions are conducted electronically over significant distances using easily 

spoofed medium such as the Internet, the need for a way to reliably ensure the identity and intent 
of the sender/signer of the electronic communication becomes pivotal.  Thus, there is a clear 
need for some level of security to ensure that the transaction is trustworthy.  
 

Article 9(3)(b) focuses on the reliability (i.e., security) of the method used to establish the 
identity and intent of the party associated with the electronic communication.  In doing so, 
however, it establishes a flexible approach to the level of security required.  Basically, it seeks to 
ensure that the “method” used to establish identity and intent of the signer is appropriately 
trustworthy in the context of the specific transaction.  In other words, the UN Convention 
recognizes that the security of the method is a relative concept.  Two alternate approaches are 
offered: 

 

                                                 
23 See, Secretariat Explanatory Note, Para. 160.  See also, Report of the UN Commission on International Trade Law 
on the work of its thirty-eight session, Official Records of the General Assembly, Sixtieth Session, Supplement No. 
17 (A/60/17) ( 26 July 2005) at Paras. 61-64, available at www.uncitral.org. 
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(1)  Reliability in Theory.  The first option focuses on the theoretical trustworthiness of 
the method used.24  Article 9(3)(b)(i) establishes a “reliability test” that requires that the method 
used to establish identity and intent should be “as reliable as is appropriate for the purpose for 
which the electronic communication is generated or communicated, in the light of all the 
circumstances, including any agreement25 between the originator and the addressee.26   

 
The “reliability test” recognizes that security is a relative concept, and that maximum 

security is not required in all cases.  It also reminds courts of the need to take into account factors 
other than technology, such as the purpose for which the electronic communication was 
generated or communicated, or a relevant agreement of the parties, in ascertaining whether the 
method used was sufficient to identify the signatory.  In part, this approach is designed to ensure 
that courts do not automatically assume that only signature methods that employed high-level 
security devices are adequate to identify a party, despite an agreement of the parties to use 
simpler signature methods.27    
 

Legal, technical and commercial factors may be taken into account in determining 
whether the method used under Article 9(3)(a) is appropriate.  Those factors may include the 
following: (a) the sophistication of the equipment used by each of the parties; (b) the nature of 
their trade activity; (c) the frequency at which commercial transactions take place between the 
parties; (d) the kind and size of the transaction; (e) the function of signature requirements in a 
given statutory and regulatory environment; (f) the capability of communication systems; (g) 
compliance with authentication procedures set forth by intermediaries; (h) the range of 
authentication procedures made available by any intermediary; (i) compliance with trade 
customs and practice; (j) the existence of insurance coverage mechanisms against unauthorized 
communications; (k) the importance and the value of the information contained in the electronic 
communication; (l) the availability of alternative methods of identification and the cost of 
implementation; (m) the degree of acceptance or non-acceptance of the method of identification 
in the relevant industry or field both at the time the method was agreed upon and the time when 
the electronic communication was communicated; and (n) any other relevant factor.28  

                                                 
24 For a detailed discussion of the problems associated with the “general reliability requirement” in Article 9(3)(b), 
see Singapore’s written comment and Canada’s written comment in “Draft convention on the use of electronic 
communications in international contracts; Comments received from Member States and international 
organizations,” Note by the Secretariat, 15 April 2005, UN Documents A/CN.9/578/Add.10 and 
A/CN.9/578/Add.15 respectively; available at www.uncitral.org. 
25 The Secretariat Explanatory Note indicates that reference to “agreement” is to be interpreted as covering not only 
bilateral or multilateral agreements concluded between parties directly exchanging electronic communications (e.g. 
“trading partners agreements”, “communication agreements” or “interchange agreements”) but also agreements 
involving intermediaries such as networks (e.g. “third-party service agreements”). Agreements concluded between 
users of electronic commerce and networks may incorporate “system rules,” i.e. administrative and technical rules 
and procedures to be applied when communicating electronic communications.  See Secretariat Explanatory Note, 
Para. 165.  However, it would appear that the term “agreement” should also refer to the agreement that constitutes 
the transaction itself between the parties.  That is, the more important the transaction, the greater the need for 
security. 
26 See Secretariat Explanatory Note, Para. 161. 
27 See Secretariat Explanatory Note, Para. 163. 
28 See Secretariat Explanatory Note, Para. 162. 
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(2) Reliability in Fact.  The second option, in Article 9(3)(b)(ii), ignores the objective 

reliability of the method actually used to establish identity and intent, so long as there is a way to 
prove in fact that it fulfills the functions of identifying the signer and indicating the signer’s 
intention.  This allows use of a method that might objectively not be considered sufficiently 
reliable under the circumstances, but which nonetheless can be proven, in a particular case, to 
establish the identity and intent of the party. 
 
3. “Original” Requirement 
 

A third key form requirement of many statutes and regulations is that certain documents 
must be made available or retained in their “original” form.    
 

The requirement that a document be "an original" occurs in a variety of contexts for a 
variety of reasons.  In many situations it is essential that documents be transmitted unchanged 
(i.e., in their "original" form), so that other parties may have confidence in their contents.  
Examples of documents that might require an “original” are trade documents such as weight 
certificates, agricultural certificates, quality or quantity certificates, inspection reports, insurance 
certificates, etc.  In a paper-based environment, these types of document are usually only 
accepted if they are “original” to lessen the chance that they have been altered, which would be 
difficult to detect in copies.29  
 

The requirement that a document be “an original” is also important from an evidentiary 
perspective.  In some countries, for example, the so-called "best evidence rule" (sometimes 
referred to as the "original document rule"), requires that in proving the terms of a written 
document, the original of the document must be produced unless it is shown to be unavailable for 
some reasons and other than the serious fault of the proponent.30   
 

In the context of electronic communications, the requirement for the presentation of an 
original presents a significant problem.  If “original” were defined as a medium on which 
information was fixed for the first time, it would be impossible to speak of “original” electronic 
communications, since the addressee of an electronic communication would always receive a 
copy thereof.   

 
The UN Convention addresses laws that require documents to be in original form for 

purposes of ensuring document integrity and availability.  It does not, however, address the 
problem of providing a guarantee of uniqueness, such as is required in the case of a document of 
title or negotiable instrument, where possession of the original itself serves as a unique and 
transferable physical token of rights and obligations.31  

                                                 
29 See Secretariat Explanatory Note, Para. 167. 
30 1 McCormick on Evidence §230 at 704 (Cleary Ed., 3d ed. 1984).  See also U.S. Federal Rule of Evidence 1002 
"Requirement of Original" which states that "to prove the content of a writing, recording or photograph, the original 
writing, recording, or photograph is required, except as otherwise provided in these rules or by act of Congress." 
31 Documents of title and negotiable instruments are excluded from the scope of the UN Convention in draft Article 
2, Paragraph 2.  See also, Report of the UN Commission on International Trade Law on the work of its thirty-eight 
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Articles 9(4) and 9(5) provide that an electronic communication (whether or not signed) 

will constitute an original (i.e., satisfy the requirement that it be made available or retained in its 
original form), provided that two requirements are satisfied: (1) there exists a reliable assurance 
as to the integrity of the information, and (2) that the information is capable of being displayed to 
the appropriate persons.  Specifically, they provide: 
 

(4)  Where the law requires that a communication or a contract should be made available 
or retained in its original form, or provides consequences for the absence of an original, 
that requirement is met in relation to an electronic communication if: 

(a) There exists a reliable assurance as to the integrity of the information it contains 
from the time when it was first generated in its final form, as an electronic 
communication or otherwise; and 

(b) Where it is required that the information it contains be made available, that 
information is capable of being displayed to the person to whom it is to be made 
available. 

 
(5)  For the purposes of paragraph 4 (a): 

(a) The criteria for assessing integrity shall be whether the information has remained 
complete and unaltered, apart from the addition of any endorsement and any change 
that arises in the normal course of communication, storage and display; and 

(b) The standard of reliability required shall be assessed in the light of the purpose for 
which the information was generated and in the light of all the relevant 
circumstances.32 

 
Thus, for purposes of establishing functional equivalence with the form requirement for 

an “original,” the relevant issue is the integrity and accessibility of the information, and not with 
its so-called “originality.” 
 

(a) Integrity 
 

Article 9(4)(a) of the UN Convention requires reliable assurance as to the integrity of the 
information "from the time when it was first generated in its final form."  This is intended to 
include the situation where information was first composed as a paper document and 
subsequently transferred onto a computer.  In such a situation, Article 9(4)(a) is to be interpreted 
as requiring assurances that the information has remained complete and unaltered from the time 
when it was composed as a paper document onwards, and not only from the time when it was 
translated into electronic form.   
 

                                                                                                                                                             
session, Official Records of the General Assembly, Sixtieth Session, Supplement No. 17 (A/60/17) ( 26 July 2005) at 
Para. 27; available at www.uncitral.org. 
32 UN Convention Articles 9(4) and 9(5). 
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Article 9(5) of the UN Convention sets forth the criteria for assessing integrity.  It 
makes clear that a determination as to whether an electronic record has remained complete and 
unaltered should not be affected by any necessary additions to the first or "original" electronic 
records such as endorsements, certifications, notarizations, etc.  As long as the contents of an 
electronic record remain complete and unaltered, necessary additions to that electronic record do 
not affect its "originality."  Thus, when an electronic certificate is added to the end of an 
"original" electronic record to attest to the "originality" of that electronic record, or when data is 
automatically added by computer systems at the start and the finish of a data message in order to 
transmit it, such additions would be considered as if they were a supplemental piece of paper 
with an "original" piece of paper, or the envelope and stamp used to send that "original" piece of 
paper.33 

 
Like Article 9(3), Article 9(5)(b) requires reliability, but recognizes that security is a 

relative concept, and will vary according to the circumstances.  This is, in many respects, the 
trend with respect to the law of information security generally.34 
 

(b) Accessibility 
 

Article 9(4)(b) requires the ability to access an electronic communication at a later time. 
This requirement addresses the issue of technology obsolescence and the need to update and 
migrate information to developing systems. It is not unlikely that within the span of 5-10 years (a 
period during which retention of much information is required) a corporation may evolve 
through one or more generations of technology. More to the point, this technology may be 
incompatible with each other necessitating the reconversion of information from one system to 
the other.35  
 

For example, certain operating systems from the early 1980’s, e.g., memory typewriters, 
became obsolete with the development of personal computers.  The information originally stored 
on the memory typewriter would need to be converted to the personal computer system in a way 
meeting the standards for accuracy contemplated by this section.  It is also possible that the 
medium on which the information is stored is less stable. For example, information stored on 
floppy discs is generally less stable, and subject to a greater threat of disintegration, that 
information stored on a computer hard drive.  In either case, the continuing accessibility issue 
must be satisfied to validate information stored by electronic means under this section.36  
 

                                                 
33 See Secretariat Explanatory Note, Para. 170. 
34 See, e.g., Thomas J. Smedinghoff, “Where We’re Headed:  New Developments and Trends in the Law of 
Information Security” (January 2007) 2 Privacy and Data Security Law Journal, 103. 
35 See, e.g., UETA Section 12, Comment 3. 
36 UETA Section 12, Comment 3 
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(c) Exclusion of Documents of Title and Negotiable Instruments 
 

The originality rules of the UN Convention do not apply, however, with respect to certain 
electronic communications, such as documents of title and negotiable instruments, where the 
original of the document itself serves as a unique and transferable physical token of rights and 
obligations.  In such case, the integrity of the document (i.e., having an exact copy), and its 
accessibility, are not the only issue to be addressed.  Because of the issues raised by documents 
where possession of the document is reasonably conclusive proof of a right to goods or the 
payment of money, Article 2(2) excludes them from the UN Convention.  Specifically, it 
provides: 
 

This Convention does not apply to bills of exchange, promissory notes, 
consignment notes, bills of lading, warehouse receipts or any transferable 
document or instrument that entitles the bearer or beneficiary to claim the delivery 
of goods or the payment of a sum of money.37 
 

UN Convention Article 2(2) excludes these documents because the potential 
consequences of unauthorized duplication makes it necessary to develop mechanisms to 
ensure the singularity of those instruments.  The issues raised by these documents – in 
particular the need for ensuring their uniqueness – goes beyond simply ensuring their 
integrity and accessibility.  Finding a solution for that problem requires a combination of 
legal, technological and business solutions beyond the scope of the UN Convention.38 

                                                 
37 UN Convention Article 2(2).  See also, Report of the UN Commission on International Trade Law on the work of 
its thirty-eight session, Official Records of the General Assembly, Sixtieth Session, Supplement No. 17 (A/60/17) ( 26 
July 2005) at Para. 27; available at www.uncitral.org. 
38 See Report of the Working Group on Electronic Commerce on the work of its forty-fourth session (Vienna, 11-22 
October, 2004), UN Document A/CN.9/571, Para. 136; available at www.uncitral.org. 
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Glossary of Terms 

 
1. UN Convention:  2005 United Nations Convention on the Use of Electronic 

Communications in International Contracts, available at 
http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/2005UN 
Convention.html. 

2. E-SIGN:  Electronic Signatures in Global and National Commerce Act (United States), S. 
761, P.L. 106-229, 15 U.S.C. 7001 et. seq., effective October 1, 2000.  E-SIGN is available at 
http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=106_cong_bills&docid=f:s761enr.txt.pdf.  E-SIGN preempts all 
inconsistent state legislation, other than state enactments of UETA in the form promulgated 
by NCCUSL. 

3. Secretariat Explanatory Note: Secretariat Explanatory Note by the UNCITRAL secretariat 
on the United Nations Convention on the Use of Electronic Communications in International 
Contracts.  The Secretariat Explanatory Note were prepared by the secretariat of the United 
Nations Commission on International Trade Law (UNCITRAL) for information purposes. 
They are not an official commentary on the UN Convention.  See p. 13, fn. *.  The text of the 
UN Convention and the Secretariat Explanatory Notes are available at 
www.uncitral.org/pdf/english/texts/electcom/06-57452_Ebook.pdf. 

4. UCC:  Uniform Commercial Code (United States). 

5. UETA:  Uniform Electronic Transactions Act (United States), approved by the National 
Conference of Commissioners on Uniform State Laws (NCCUSL) on July 23, 1999.  A copy 
of UETA is available at www.law.upenn.edu/bll/ulc/fnact99/1990s/ueta99.htm.  As of 
August 2007, 46 of the 50 states in the U.S. have adopted some form of UETA.  For an 
updated list of those states that have enacted UETA, see 
www.nccusl.org/nccusl/uniformact_factsheets/uniformacts-fs-ueta.asp. 

6. UNCITRAL:  United Nations Commission on International Trade Law.  UNCITRAL was 
established by the General Assembly in 1966 as the vehicle by which the United Nations 
could play an active role in reducing or removing disparities in national laws governing 
international trade that created obstacles to the flow of trade.  Its general mandate is to 
further the progressive harmonization and unification of the law of international trade, and it 
has come to be the core legal body of the United Nations system in the field of international 
trade law.  UNCITRAL is composed of 60 member states elected by the General Assembly 
so as to be representative of the world’s various geographic regions and its principle 
economic and legal systems.  Further information, as well as a list of ongoing and completed 
projects may be found at www.uncitral.org. 

 

 
 


